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2.2 XML+ XSLT &Y .MRT I7AIADT7 I AFIPR

Sitecore 1AM NIRIEBEOTF1)FT1%E LSEBICE, web. config I7MINERETINENHDET,
ZOTFAIE AV AR—IVEREED \WebSite TAINAA—(RFESNTVET, 2EXIE,

C:\Inetpub\wwwroot\YourWebsite\WebSite TY,
.XML. .XSLT 8&Y .MRT JP/IADT I RZHIRT 275 7%:
1. web.config JPMINZHEFT.

2. RDITZ <system.webServer><handlers> ©I3aY(GEMUET,

<system.webServer>

<handlers>
<!-- Add managed handler for IIS Classic Mode in order to prevent access to files
Notice: Must correspond to the handlers defined in <httpHandlers> section -->

<add path="*.xml" name="xml Handler (classic)" verb="*" modules="IsapiModule"
scriptProcessor="%windir%\Microsoft.NET\Framework\ v4.0.30319\aspnet isapi.dll"
resourceType="Unspecified" preCondition="classicMode,runtimevVersionv4.0" />

<add path="*.xslt" name="xslt Handler (classic)" verb="*" modules="IsapiModule"
scriptProcessor="%windir%\Microsoft.NET\Framework\ v4.0.30319\aspnet isapi.dll"
resourceType="Unspecified" preCondition="classicMode, runtimevVersionv4.0" />

<add path="*.config.xml" name="config.xml handler (classic)" verb="*"
modules="IsapiModule"
scriptProcessor="%windir%\Microsoft.NET\Framework\ v4.0.30319\aspnet isapi.dll"
resourceType="Unspecified" preCondition="classicMode,runtimevVersionv4.0" />

<add path="*.mrt" name="mrt handler (classic)" verb="*" modules="IsapiModule"
scriptProcessor="%windir$\Microsoft.NET\Framework\ v4.0.30319\aspnet isapi.dll"
resourceType="Unspecified" preCondition="classicMode, runtimeVersionv4.0" />

<!-- Prevent files from being served in IIS Integrated Mode -->

<add path="*.xml" verb="*" type="System.Web.HttpForbiddenHandler" name="xml (integrated)"
preCondition="integratedMode" />

<add path="*.xslt" verb="*" type="System.Web.HttpForbiddenHandler" name="xslt
(integrated) " preCondition="integratedMode"/>

<add path="*.config.xml" verb="*" type="System.Web.HttpForbiddenHandler" name="config.xml
(integrated) " preCondition="integratedMode"/>

<add path="*.mrt" verb="*" type="System.Web.HttpForbiddenHandler" name="mrt (integrated)"
preCondition="integratedMode" />

3. RDIT%Z <system.web><httpHandlers> T3V (GBNULET,

<system.web>
<httpHandlers>

<!-- Prevent files from being served in IIS Classic Mode -->

<add path="*.xml" verb="*" type="System.Web.HttpForbiddenHandler" validate="true" />

<add path="*.xslt" verb="*" type="System.Web.HttpForbiddenHandler" validate="true" />

<add path="*.config.xml" verb="*" type="System.Web.HttpForbiddenHandler" validate="true"
/>

<add path="*.mrt" verb="*" type="System.Web.HttpForbiddenHandler" validate="true" />

Windows x64 TEIEY P Sitecore

Sitecore ' Windows x64 TEIEI 355, scriptProcessor EI4% Framework64 ((3RTE I BN HDF
9, IAIAS—: scriptProcessor="%windir%\Microsoft.NET\Framework64\. . ... "
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3.

& Intemnet Information Services (IS) Manager E=nE=R =
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(0] sitecore modules Levels =
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[ xsl Settings Strings Controls
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@ Sitecore

4. [MIF=RYNAYTARA=33Y B—EBR] V1> RUT app Config JANAI-2HIUYILT [JONF

1] 27V9ILET,

& Intemet Information Services (IS) Manager

[E=3) EeR =
6@ [ r WS-ABUL » Sites » crsS0110602 » App_Config |8« @
File View Help
Connections - henticati Actions
Authentication
2 =
€5 Ws-
4 j “_::' ABUL (D_MBUJ Group by: No Grouping © s
L Application Pocls . ® He
48] Sites Adan fatis Response Type i ‘F -
1-0 cms650r110602 ll Anonymous Authentication Enabled I R
1> -] App_Browsers epET TPTPETEOTTEteT Teste
-] App_Config Basic Authentication Disabled HTTP 401 Challe
b IE] aspet client Forms Authentication Disabled HTTP 302 Login
&1 bin Windows Authentication Disabled HTTP 401 Challe
[ layouts.
[ sitecore
e | sitecore modules
b [ sitecore_files
- temp
-7 upload
b -] sl
1€ Coveo Enterprise Sear
) Default Web Site
1@ SIPI3R110927
- socl11019
1€ socl11022
4 m r
« m v | [T Features View || Content View
Configuration: "localhost’ applicationHost.config, <location path="cms650r110602/App_Config”> qi:i

5. IS zEHEEHULEY,

ZOSOt A%, /sitecore/admin, /sitecore/debug & /sitecore/shell/WebService JAIAY

—(OOVTHERIRLET .
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Installation Guidel ® [4.2.2 File System Permissions for ASP.NET
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LIF=ERUT. Sitecore ZAAM=ILFTBIENTEFT,
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o .zip J7AI

A12AM=) 2’095 LDER

12NV T09 5% ERUT Sitecore 21> AR-ILIBIBE. /data TAIA—H Web Y1 ~DIL—k JA)L5—
DIMIHERSN. web. config J7AIVDRDIBFIESIBIBLIMMESNTT . /indexes TANA—H /data T
ANA—-AICEBENEY,

NMERDIRTETHD. BRI ZWE[EHDFR A,

.zip I71 IV O{ER

.zip 71 EERAUT Sitecore ZA VANV BIBE. T—4 TAILS—(E Web 41 bDIL— b TAILST -0
(CHERRENE TN web. config JPMIUIZDZBAZESIRI BLSMmESINFT AL ¥IHT Sitecore ZFE(TID

EE. /WebSite JANA—RICBIDT =4 TAIS —HERENE T, LIehD T, web. config JPAILEIELL
BRI LOICHRET DEEHERELET,

web.config J7AIUE IRDEIICREDFET,
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<sitecore database="SglServer">
<sc.variable name="dataFolder" value="C:\Inetpub\wwwroot\SitecoreWebsite\data\" />
<sc.variable name="mediaFolder" value="/upload" />
<sc.variable name="tempFolder" value="/temp" />
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2.5

094> R—=ITOI1-Y—-2a0A—b I>ITV—-bOEIHE

OJAE(C1-Y—2D AN BEN THTURWVWLSIBTE I B EICLD. Sitecore 1> AM-VEREBEOTT1)T1%
[ LEBREETEET,

1-H-20OA- 12T MBI D5 E:

1.

C:\Inetpub\wwwroot\YourWebsite\WebSite\sitecore\login JAIA—(CFBEILE
a_o

default.aspx J7MINZHZEET.
form id="LoginForm" ¥J33a>%HEUET,
D2 RDISICHRELFT .

<form id="LoginForm" runat="server" autocomplete="off">
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2.6 74D 7Y 0O— RDFIE

I1-Y—(C&oTPyTO- RENTFAIWADT IR ZH T BE(CLD. Sitecore A VXM= ILIRIBEOEF1YUF
1ZBETBIENTEFT

2.6.1 PvI0O—-R IANS-TORTFICLAFADIER

7yI0—R TANA-DI> T VeI -HNEETEZLICTBE TOTAINI-—RICZAIN T NS LUEITRIBE
OV 3L %BLE S 27 VA6 5 X3 (RNET . NSOV T TOI S LNEITENZ LT, H—/-T
FIENOBENMEEZENBDFET . Uleh o T, 7yvIO—-RenfeIrA Ve 1-H-HF0>0-RUESETREE
(. ZOTPAIHY =N~ AITEITENBRVLIICT IR ENHDET .

/upload ADRIIT B LUEITEIRETTAINDOEIT P I A el 52BN L2 BEHLET

*E

COFIEF, I>T2Y A=Y -1 /upload [CEEIF(IEZEE T DN TEBREDGAICOHVECRDE
. REXE HBEFTLINERR FTP S—N\-%2ERAI3HEEF D272V A—F—HXT4T S4TFUCEAD
XT AT 2R E S BEN TEFT,

IS TOERTFICAFFAOFEMICDOWVTIZ, http://support.microsoft.com/kb/313075 #& 8B L TLIZE W,

—B§TANS -ADTFANDOFYITO— RDIEE

d-HY—h /temp TANA—(CT7AN 2 TYIO—RIBEBIEBL TS,

XE

ZCOFIEE, E(C. A>T A-——HHEETLINFRE FTP Y—/\—%Z{EBELT/ temp TANA—(CEIZE I7A
WEBLE I BN TERLIIGRET DIHSCHEBICRDET, 22U, .aspx F7/ILHMEISHDIBERT (kX (Eh
AH L D—Rh5) BB/ temp TANA —(RFENZIHEE. BENREF 1T ORIERLEEI 3. C
OFIEENHITRITI D LEDBHDLET .

RIT7IELAHIDES
PyFT0—R AN ~ADZRIVT NEITT I A B OM S #EE I DR BN HET
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1. WROT-HIN-ZANMFEIZ7yTO—R IANI—(CEEILET .

2.

3.

2.6.2

HER(CHIEITEDRLICBDET

File View Help

@ Sitecore

|

4.83 My sQL server
i.. [} Application Pools
a[8) Sites
& & Website 1
4D Website 2
» 4G Default Web Site
& D Website 3
2 ) Website 4
1--["] App_Browsers
1--[7| App_Config
1--[7] App_Data
&7 bin

-] images

b - layouts
1>~[ ] Properties
1»-[ ] sitecare
-] sitecore modules
|- sitecore files
1> -[ ] starterkit
-] temp

1> 4| upload|
[ sl

o &P Website 5

| upload Home

B Explore

Filter: » i Go -~ G Show All | Group by: Area - G-
ASP.NET
R SR~ I B 12N 3
2 & & @ F © 2
NET NET .NET Error .NET WNET Profile  .NET Roles  .NET Trust
Authorizat.. Compilation  Pages  Globalization Levels

i -] g =] r
g E ) ¥ = @R
NET Users  Application Cennection Machine Key Pages and Providers  Session State
Settings Strings Controls
SMTP E-mail
s
g [
L2 9 @ D &
Authentic... Compression  Default Directory  Error Pages Handler HTTP
Document  Browsing Mappings  Respon...
.
5 . H o=t
§ = 4 P =
Logging MIME Types  Modules Output Request  SSL Settings
Caching  Filtering

BrowseWebsite 4 on *:80 (http)

@ Help

Actions

Edit Permissions...

Manage Folder (€3]
Browse Folder

Online Help

7yT0—R IANA—=ZRU. [N RS5— IVESD] 2IUvIU T, [8F] R T [REED T I EAGF

Bl DfREK] 27 )vILEY

File View Help

Connections
#

» & Website 3
4 &P Website 4

1] App_Browsers
-] App_Cenfig
-] App_Data

] bin

&> -] images

1> -] layouts
[ Properties

[ sitecare

[ sitecare modules
] sitecore_files

----- ] starterkit

-0 sl
» €9 Website 5

m

| Handler Mappings

Use this feature to specify the resources, such as DLLs and managed code, that handle responses for
specific request types.

Group by: State -
r— “ | Edit Feature Permissions 7 5 Han

Disabled Permissions:

Read
[T Seript

< m 3

[ =] Features View || % Content View

Actions
Add Managed Handler...
Add Script Map...
Add Wildcard Script Map...

Add Module Mapping...

Edit Feature Permissions...
Revert To Parent
Wiew Ordered List...

@ Help

Online Help

[REED P I AR DIRE] 1707 RyIZAT, [RAJUT'N FIv) myIRE [RET) FIvI RyIR

ZATICLET

7v2'0— R UAYFv—DEIHE

7vIO—R UAYFY—%2EENCU T AFAF FATSUNSDHI71( %7y I0— ReJEE(C T 2 EaHEIDLE
9, ZNUTED, Ty =Ty IO—RTEBD(E Sitecore I54 7> MIBOIHIHRD, 7vIO— RENTI7AIUDNT
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7yI0O—R UAYFr—2ENCIBE, /upload IANA—([CREBENTITAIVNBEEICATAT S1T5Y
(C7yT0—-RENBZEFHDFR A

7y 0—R OAYFrv—=ENCTBICE, RDIT% Web. config J7AID <modules> TISAVHSEIBRLET
<system.webServer>
<modules>
<remove name="ScriptModule"/>
<add type="Sitecore.Nexus.Web.HttpModule, Sitecore.Nexus" name="SitecoreHttpModule"/>

<add type="Sitecore.Resources.Media.UploadWatcher, Sitecore.Kernel"
name="SitecoreUploadWatcher"/>

2.6.3  PvJoO-RJ4)W9—Y=)

22U, T2 B Hl iz T - —DMFED T 94 T%27vT0— RTERVELSCTBCE. Pyvo'O—K J1)
H—= Y- & ERITINENHDET,

7vI7’O0—R J1IF— V=)l I2EZE .exe. .d11 BREFEDIT7AI 94 TH 7y IO— RENBVEICUE
a_o

7y O—Fk 74— Y—=)l — Upload Filter-1.0.0.2.zip — [& SDN (Sitecore Developer
Network) 549 9>0—RTEFT, T TF1UT5R(EH A RBE &LV Sitecore NvIr—3 T7AIELT
AFTEFY,

Sitecore /W —J(LEIRDI7TAIWHEENET,

T REIANS -
UploadFilter.config Website\App Config\Include\
UploadFilter.dll WebSite\bin\

7v20—R 45— V=IO YA M=)

7v2'0—R J40V5— V- %ERT3HIIC. Sitecore )\ — JrA DMV AR=ILENTVBIHENHDF
ER

7vI0-R JVA— Y= EA> AN T BT
1. Sitecore FAYMI'T, [Sitecore]. [I>MO—IL JXRIL] ZIUvILET
2. Sitecore A>bO—=)V KRV T, [EIE] Z0UvIU. [J\WT—>% A AN=IT D] 2700 IUET,
3. YRR TAYA—)L TOEREEDHF Y,

7y20—R I1V5— Y-V DEE
ST =SBAVAN=IUIS, Y-V ERET DRBNBOET .
PYTO—K J4NI— Y- VERES BI5E:

1. UploadFilter.config J7MILZHEET,
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Sitecore CMS 7.0 BUP# Sitecore TF1UFsa@{b MR @ SItECO fe

<processors>
<uiUpload>
<processor mode="on" type="Sitecore.Pipelines.Upload.CheckExtension,
Sitecore.UploadFilter" patch:before="*[1]">
<param desc="Allowed extensions (comma separated)"></param>
<param desc="Blocked extensions (comma separated)">exe,dll</param>
</processor>
</uiUpload>
</processors>

2. Allowed extensions /N\IX—4—(C, 7vISO— REJEERI7A I OILRFOIEFER H> VX YIDZR
TABLET,

Fre&

Blocked extensions /N\IX—4—(C, 7vIO— RTERVIFAIOILEFOFELEE Y X TIORZ
NTAHNLFET,

T IAERFE Ry M FICANLET .

BE
Allowed extensions /\SX—49—%3%E I DL, Blocked extensions /\SX—45—(3HEHRINFET

3. JOvI9BHaRFIRNLIEHDTrAI 91T 27y T0O-RUELIET DL IRDAVE-THFRRENET,
Wﬂmnmnt

Create a New Ttem.

$ W T

Upload Fies  Upload Files  New Falder
(Advanced)

Media One or more files could not be uploaded. See the Log file for more details.

Calend

S| | =name Size Alternate Text
setup.exe  1769K3 | ®

Image!
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2.7 TFIVF1BELV V547> RSS T14—R

RSS 77./0>(&. RSS U>/%12EB1—H =1 RSS J1—R®D URL TIEEINVATAICEZERETESLS
(CERETENIZEDTY . KD RSS -4 —(&. sRsEEHR—NUFEAL. DED. Sitecore 7517~ RSS J4

—RIZIMATEI1-H~(E. RSS J1—RD URL TIBESINZTA1TLICIEIZ AL, RSS J1—ROSERIF(C

Sitecore T+ 171 AT AU TEcZBASNCI BN HDER A, 12U, Sitecore tF1)71 AT
Tl& 7314728 J4—RICBIERFFBNERDT V%2 ETIZHECE TOI1-H-NERiEN TV L%
IREELE T,

RSS J4—R® URL (D1 - —D7ICAUIEE. IROEICRDFET,

o ZOI1-Y-OtFI1UTHERTRETATANDTIZANFFRISNTWELTE, U2)%ED T, RSS J4—
RAIREFENTVBIRTOIS TV BRI BN TEET,

o IDTVYETREDLIRTIZASERITCEFEA

o MOIZTIVYEFESIRTEEEA,

e RSS J{—ROTTOFMBEENDI-Y—-&W/\RD-RIITIEATEFEA.
o MOIZTIINTITCRTBRODIIHMEETEFE A

BE
Sitecore 1—H'—(% RSS J1— RaHBUBWTZE,

271 9347 b RSS 71— ROE{E

Sitecore 1 > A M VIRIB(RENVERZBIRNS ENBHS. Sitecore 75147~ RSS J4— RzEERD(C
FRENTEFT,

Sitecore J547 >~ J4—Rz2BNITBIEE
1. web.config JrMIZRAEET.

2. <httpHandlers> V33 %FELET, IS T-)RFICEOTIE. COEISaUIN\DRS-EFEINS
HatHnEd.

3. ROINDRS—ZHIBRLE T

<add verb="*" path="sitecore feed.ashx"
type="Sitecore.Shell.Feeds.FeedRequestHandler, Sitecore.Kernel"/>

COI\VRS—%HEIBRT BL. Sitecore NEBTERATIEERINRTDITA TN T4— RIMERNCRDET, 212U, 1E
BUIE/NTUwS RSS J4—R(&. Web Y4 MARIE CEITTARBINTVETD,
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2.8 BEDISDAYSY —DHIFR

Web B4 ML TEEENZRIGEN AV —IBIRZHIBR I BLCLO T, tF1UTrzm LS, HiEdEeE
FEIHIT DN TEET,

INBOAYS—(ZIE, BT IHEDOR Web B NTERINTVWRIL—AT—I(CDVTDA > ITSANSIFv
OFFHENANOONEZSENTVET,

IRDEDIFRFEICHIBRIBDENTEE T,
e X-Aspnet-Version HTTP Aw4—
e X-Powered-By HTTP Av4—

e X-AspNetMvc-Version HTTP A4 —

2.8.1  X-Aspnet-Version HTTP A4 —DHIb&

& Web R—ZhH5 X-Aspnet-Version HTTP AY5—B#RZHIBR I 2 E(CLH T, BiHEN S TEIfISN. /&
FAUTW3 ASP.NET O\ -3 hEE(ICIEARICRDET,

ASP.NET 'BOEIHENS, X-Aspnet-Version HTTP A4 —%HIBR9 3((3. web. config file I7/ILITR
DITZIBIUET,

<system.web>
<httpRuntime enableVersionHeader="false" />
</system.web>

X-Aspnet-Version HTTP A4 —DHIBROFEHIC DUV TIE. http://www.dotnetperls.com/x-aspnet-version %
SRV,

2.8.2 X-Powered-By HTTP AYV4Y—DHllf&
X-Powered-By HTTP AYA—ZHIBRIBEICEO T, ERLTLS ASP.NET ON—3>H3ENRIICRDETD,

ASP.NET N'5DEIHENS. X-Powered-By HTTP AwA—%HIBR I 3(C(E. web . config file TP IUTRD
TEEILET,

<system.webServer>
<httpProtocol>
<customHeaders>
<remove name="X-Powered-By" />
</customHeaders>
</httpProtocol>
</system.webServer>

2.8.3  X-AspNetMvc-Version HTTP A4S —0DHIkR

X-AspNetMvc-Version HTTP AwA—%HIBR 322 Lo T, AL TS ASP.NET MVC O/\—-S3 h3EN
BCRDET,

X-AspNetMvc-Version HTTP A5 —%HlIBR 3 3(C(d. Application Start J7A)LD
Global.asax.cs AVYRIORDITZENMUET,
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protected void Application Start (object sender, EventArgs e)
{

MvcHandler.DisableMvcResponseHeader = true;

// RegisterRoutes etc... and other stuff
}
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2.9 SE ik

Sitecore DM ESE2HDIERELVT. ROXE2HEIDLFET

e [Sitecore 1>AM=)L A/ R]
http://sdn.sitecore.net/Products/Sitecore%20V5/Sitecore%20CMS%207/Installation.aspx

o 7YIJL—RAEID Sitecore DIN—3>hBOT7YIH L — RER

o  7YvJJL—R93 Sitecore DIN—3VFHD web . config BEXE

29.1 TOMMDOSEXM

SQL H—N\—0tF 171 DFEMICDOVTIE, RESRUTIZE,
http://technet.microsoft.com/en-us/library/bb545450.aspx

http://www.microsoft.com/en-us/sqlserver/solutions-technologies/mission-critical-operations/security-
and-compliance.aspx

PR RTF VT OFEHIC DOV T, Microsoft 171 TechCenter #Z8BL TEE0,

http://technet.microsoft.com/en-us/security/default.aspx
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